NAMATKA: UHOOPMALIMOHAJIBHAA

BE3OMNACHOCTb B CETU MHTEPHET

Henp3s orpunars Toro ¢axra, 4o MHPOPMAIIMOHHO-TEIEKOMMYHHUKALIMOHHAS CETh

«/HTEpHET» BCE TECHEE MPOHUKAET B HAlly C BaMH >KU3Hb. JlJIsI OAHUX OH cCTal
MCTOYHUKOM 3HAaHWUM, JJIS APYTHMX MCIOJIb3YETCS B pabOTe, KTO-TO HAIIEN C MOMOUIBIO
HNuTepHera apys3eu, a KTO-TO JaXKE CMOT HAJIAJUTh CBOK JIMYHYIO KHU3Hb. DOJIBIIMHCTBY
M3 HAC JOCTAaTOYHO CJIOHO TPEICTaBUTh JACHb 0€3 OHJAWH-OOLIEHUs C JAPY3bIMH,
IIPOCMOTpPA CBEXKUX HOBOCTEH MJIM HOBBIX POJIMKOB.

Pazeutne B Poccuiickon ®epepanuu, Kak M BO BCEM MHUpPE, DJIEKTPOHHBIX
TEXHOJOTHI U TEJIEeKOMMYHUKAIIMOHHBIX CeTel, BceoOuas JOCTYMHOCTh B TJI0OAIbHOU
KOMIIBIOTEPHON ceTH VIHTepHET pa3IuuHbIX HH()OPMALIMOHHBIX PECYpPCOB CIIOCOOCTBOBAIO
MOSIBJICHUIO MPUHIMIIMAIBLHO HOBOTO BU/IA HAPYIIEHUS 3aKOHA — KHOEPIPECTYTHOCTH.

Kubepnpecmynnocms — HE3aKOHHBIE JEHUCTBUS, KOTOpPBIE OCYILECTBIISIOTCS
JOJIbMHU, UCTIONB3YIOUIUMU UH(OPMAIIMOHHBIE TEXHOJOTUH ISl PECTYIMHBIX LEeH.

[IpakTka nDOCHEAHUX JIET CBUACTENBCTBYET OO0 YBEJIWYEHUM YHUCIA TaKHUX
IIPECTYIUICHUN.

Haubonee pacnpocTpaHeHHBIMH TMPECTYIUICHUSIMH B cdepe KOMIBIOTEPHOMN
uH(pOpMalLUU SBJSIIOTCS OJOKMpPOBAaHUE CAaWTOB U JIOKAJBHBIX KOMIIBIOTEPHBIX CETEH,
HE3aKOHHOE KOMMPOBaHUE MH(DOpMAIUK.

OTBETCTBEHHOCTh 33 COBEPILEHHUE KOMIBIOTEPHBIX MPECTYIJIEHUH MPEeayCMOTpEHA
maBoit 28 VYronoBHoro kojaekca P®d, wumenyemon «llpectymienus B cdepe
KOMITBIOTEPHOU MH(pOpManm». JlaHHas riaBa COAEPKUT TPU COCTaBa MPECTYIIICHUNA —
CT. 272 (HempaBOMEPHBIN NOCTYN K KOMIIBIOTEPHOU HMH(popManuu), cT. 273 (co3manue,
WCIIOJIb30BaHUE W PACIPOCTPAHEHUE BPEJOHOCHBIX KOMIBIOTEPHBIX MpOrpamm), cT. 274
(HapymieHHe TMpaBU SKCIUTyaTalldd CPEJCTB XpaHEHHs, oOpabOTKH WM Tepeaadu
KOMITbIOTEPHOU MH(pOpMaLuK U HHHOPMAILIMOHHO-TEIEKOMMYHUKAIMOHHBIX CETEN ).

HenpaBunbHoe noBeieHre B UHTEPHETE MOKET MIPUHECTH Bpel HE TOJIbKO Bam, HO
Takke Bammm poaHbIM U OIH3KHUM.

NMEPCOHAJIbHbBIE OAHHbLIE

Ymo maxoe nepconanbvHbvle OAHHbIE U NOYEMY OHU MAK 6AMHCHbL?

Cornacno ®@enepanbHoMy 3akoHY Ne 152-D3 «O nepcoHanbHbIX JaHHBIX):

Ilepconanvnvle Oannvie — n106as uHopmayus, OMHOCAWAACA K NPIAMO UIU
KOCBEHHO  ONpeOdeNeHHOMY, UMU onpedensemomy uauyeckomy Jauyy (cyodvexmy
NepCOHANbHbIX OAHHDIX).

T.e. mepcoHanpHBIE JaHHbIE — 3TO MH(OpPMALMS O KOHKPETHOM YeJOBEKe. JTO Te
JTaHHBIE, KOTOpBIE TO3BOJISIOT HAaM Y3HATh YEJIOBEKa B TOJIE, HIACHTUPHUIIMPOBATH U



OTIPEIIEINTh, KaK KOHKPETHYIO JIMYHOCTh. TaKkuxX WACHTU(UIUPYIONTUX JAHHBIX OTPOMHOE
MHOXXECTBO, K HHM OTHOCATCSA: (amuiusi, UMs, OTYECTBO, JaTa POXKACHHUS, MECTO
POXKJIEHUS, MECTO JKHUTEJbCTBA, HOMep TenedoHa, aJpec AIIEKTPOHHON IOYTHI,
dboTtorpadusi, BO3pacT u mp.

[lepcoHanbHbIE JaHHBIE HE CTOUT MyTaTh C JIMYHBIMU JAHHBIMU. JIMUHbBIE TaHHBIE —
ATO BOOOIIE COBOKYITHOCTh BCEX JNaHHBIX O TMoJib3oBatene B Cetu. Hampumep, manHbie o
reoJOKalluy, CTaTUCTHKA 10 HanboJiee MocelaeMblM HHTEPHET-CTpaHuLaM, Gpotorpaduu
U T.J.

Komy nyscnot 6auiu nepconanvuvie oannwvle?

80% mpecTynHUKOB OepyT HHGOPMALIMIO B COIICETSIX.

Jlnunas uHpopMaIs UCTIONB3YETCS JJISI KPaXKu MapoJIei.

Jlnaras wHGOPMAIUS HCIIONB3YETCS ISl COBEPIICHUS TaKWX MPECTYIUICHUH, Kak
[IaHTaXX, BEIMOTATEILCTBO, OCKOPOJICHHE, KIIEBETA, KUAHETIITUHT, XUIIICHHE.

OnepaTopbl W WHBIC JIMIA, TMOJYYUBIINE JOCTYN K TEPCOHAIBHBIM JIaHHBIM,
00s13aHBI HE PACKPBIBATH TPETHUM JIMIIAM U HE PACTIPOCTPAHSTH MEPCOHAIBbHBIC TAHHBIC
06e3 cormacusi CyObeKTa TMEepPCOHANBHBIX JaHHBIX, €CIM HMHOE€ HE MPEeayCMOTPEHO
(dhenepanbHBIM 3aKOHOM.

CyOBeKT MepCOHAIbHBIX JAHHBIX MPUHUMACT PEIICHHE O TPEIOCTaBICHUH €Tro
MEepCOHATBLHBIX JAHHBIX U JA€T coIylacue Ha UX 00paboTKy cBOOOJHO, CBOEW BOJICH U B
CBOEM MHTEpECe.

O06paboTKa MepCOHANBLHBIX JAHHBIX JOMYCKAETCS B CICAYIOMUX CIIyqasix:

1) oOpaboTka MEepCOHATBHBIX JAHHBIX OCYIIECTBISECTCS C CcoOTJjlacus CyObeKTa
MIEPCOHANILHBIX JIAHHBIX Ha 00pabOTKY €ro MepCOHATbHBIX JaHHBIX;

2) 00paboTka TMepCOHAIBHBIX JAaHHBIX HEOOXOoaUMa JUIsl JOCTHIXKEHUS LeJeH,
NPEAYCMOTPEHHBIX MEXAYHAPOIHBIM NOroBOpoM Poccuiickont denepanuuu Win 3aKOHOM,
JUTSI OCYIIECTBJICHUS W BBITIOJIHCHHUSI BO3JIOKCHHBIX 3aKOHOJIATEILCTBOM Poccuiickoit
®denepanuu Ha onepaTopa GyHKIIUHN, TOJHOMOYUN U 00513aHHOCTEH;

5) oOpaboTKa MEPCOHANBHBIX JIAHHBIX HEOOXOJHMMa JJIsi HMCIOJHEHHS JOTOBOpA,
CTOPOHOM KOTOPOTO JUOO BBITOAONPHUOOpETATEIEM WM MOPYYUTEIEM IO KOTOPOMY
ABJISIETCSI CyOBEKT TMEPCOHATBHBIX JaHHBIX, a TakKXKe JUIsl 3aKJIIOYEHHs JIOrOBOpa IIO
WHUIIAATHBE CYyOBEKTa MEPCOHATBHBIX JTAHHBIX WM JOTOBOpPA, MO KOTOPOMY CYOBEKT
MIEPCOHAITBHBIX JIAHHBIX OYJIET SBIIATHCS BBITOJIONPHOOPETATEIEM W TTOPYIHTEIICM;

6) 00paboTKa MEPCOHANBHBIX JAHHBIX HEOOXOIMMa JJIsl 3alUThl KU3HU, 3J0POBbs
WM WHBIX >XU3HCHHO BAXKHBIX HMHTEPECOB CyOBEKTa TIEPCOHATBHBIX ITaHHBIX, ECIH
MOJIYYEHHE COTJIACHs CYOBhEKTa MEPCOHAIBHBIX JIAHHBIX HEBO3MOXKHO;

7) 06paboTka MEepCOHANBHBIX JAaHHBIX HEOOXOJIWMa JIJIi OCYIIECTBICHHUS IIpaB U
3aKOHHBIX MHTEPECOB OlepaTopa WM TPEThUX JIHI] JIUOO NIl JOCTUXKEHHUS OOIIECTBEHHO
3HAYUMBIX IIeJIed TPU YCJIOBUH, YTO NPH STOM HE HApPYIIAIOTCA IpaBa W CBOOOIBI
CcyObeKTa MepCOHATBHBIX TaHHBIX;



11) ocymectBusercs 00paOOTKa MEPCOHANBHBIX  JAHHBIX,  MOAJIEKAIIUX
ONyOJIMKOBAaHUIO WJIN O0053aTEIbHOMY PACKPBITUIO B COOTBETCTBUU C (perepalbHbIM
3aKOHOM.

Kaxk 3auqumums ceou nepconaivhnule oannwie?

B abconoTHOM OOJBIIMHCTBE CIIy4aeB Mbl CaMU YKa3blBAEM CBOM IEPCOHAJIbHbBIE
JaHHbIE TP PETUCTpAallMd Ha caiTax, Oo(QOpMIICHHUH 3aKa30B B HHTEPHET-MarasuHax,
3aMoOJIHEHUU TPOQUIsl B COLMANBHBIX CETAX WM JaXe MPU COCTABICHUU TMOUCKOBOTO
3ampoca.

OOpartuTe BHUMaHKE, MPOJOIHKAsi pErUCTPAINIO Ha JII0OOM caiiTe, Bbl COTJIAIIAETECh
C IIOJIb30BAaTEIbCKAM COIVIAIICHUEM, CTaBSl «TAJOYKY» IPH 3alIOJIHEHWM €ro II0JEH.
OOBIYHO ATOrO0 JOCTATOYHO, YTOOBI pa3pelIMTh BIIAJENIbLIAM CaliTa HCIOJIb30BaTh
BBEJICHHBIC BaMU JAHHBIE IIPU pabOTe C €r0 CEpBUCAMMU.

Taxum 00pa3zom, MOIB3YsICh CANTOM WJIM YCIYTOM, BBl COTJIAIIaeTeCh Ha Mepeaady u
XpaHEHUE BallluX HaHHBIX, OyAb TO JaTa POXKACHHUS, HOMEpP MOOWIBLHOTO TeiedoHa,
nepenucka 1 J0ble Ipyrue TaHHbIe TUYHOTO XapakTrepa. B3aMeH ux o0s3yl0Tcsl XpaHUTh
B KOH(PHUICHLINAIHHOCTH U HA B KOEM ClIydae He pasriamaTth TpeTbuM JunaM. OHaKo Ha
JIeJIe 3TO HE BCErja Tak — JAJIEKO HE BCETJa CTOPOHA, OTBETCTBEHHAS 3a XPAaHECHHE BalllUX
NEPCOHAIBHBIX JAHHBIX, J10OPOCOBECTHO BBINOJIHAET CBOM 00s3aHHOCTH. Kpome Toro,
HUKTO HE 3alllMIIEH OT B3J0Ma 0a3 JaHHBIX, COAEPIKAIMX NEPCOHAIBHYI0 MH(POPMALHIO,
WM TPOCTHIX OMIMOOK U YeJIOBEUYeCKON onpomMeTunBOoCcTH. Hampumep, peructpupysach uiu
aBTOPU3YACH HA CAUTE 4Yepe3 COLUAIBHYIO CETh, Bbl Pa3pellacTe CaWTy MOJYYUTh Balld
JIMYHbIE aHHbIe, U TOYHO HEM3BECTHO, KaK OH Oy/JeT MMH MOJIb30BAThCA. TOUHO TaK ke
10001 Balll 3BOHOK B Mara3uH WIHM CajlOH aBTOMAaTHMYECKd BHOCHUT Balll HOMEp B 0azy
I10JIb30BATEJIEN ITON KOMIIAHUH.

Cnedosanue HeCKONbKUM HPOCHIBIM COBEMAM 60 MHO20M COKPAMUM YZpPO3y
HEe3aKOHHO20 UCNOIb306AHUSA 6AUIUX NEPCOHAIbHBIX OAHHBIX:

OrpannusTe 00beM HMHpOpMaIMu o cede, Haxomsmieiics B MHTepHere. Y amute
mumHue pororpaduu, BuACo, aapeca, Homepa TenedOHOB, TaTy POXKIACHUS, CBEICHUS O
POJHBIX M OJM3KUX U UHYIO JIMYHYIO HHPOPMAIIHIO.

He otnpasnsiite Buneo u ¢otorpaduu moasM, ¢ KOTOPHIMH Bbl TO3HAKOMUIIUCH B
HNuTepHeTe U He 3HaeTe UX B PEaJbHOU JKU3HMU.

OtnpaBisisi KOMy-TMOO CBOM MEPCOHANIbHBIE JaHHBIE WIH KOHPUIACHIUATbHYIO
uHpopmanuio, yoenurech B TOM, 4TO aipecat — IeUCTBUTENIbHO TOT, 32 KOTO ce0s BbIJAET.

[Ipn HeoOXxoauMoOcTH pa3MmenieHus 00bsiBIeHUs B HMHTEpHETe BOCHOJIb3YWTECH
BPEMEHHOM CHUM-KApPTOM W BBIAYMAaHHBIM HMEHEM. MOXKHO Takke BOCIIOJIb30BATHCS
yciyroit «BTopoit HoMep», KOTOPYIO MPEAOCTABISIOT HEKOTOPBIE OTIEPaTOPhl MOOUITEHOM
CBSI3U. JTa yclyra MO3BOJSET NOAKIIOYUTh B «JIMUHOM KaOMHETE» BTOPOH HOMEDP TOJIBKO
Ha rprueM 3BOHKOB 1 CMC. 3BOHUTH € HETO HE MOITYUYUTCS.

Hcnonp3ylTe TOABKO CIOKHBIE NAPOJIA, PA3HBIE I Pa3HBIX YUYETHBIX 3aIllUCEU U
cepBucoB. llonb3oBarenn, KOTOpbIE HCHOJB3YIOT OOWH M TOT K€ Napoyib I BCEX
CEPBUCOB, ITPU KOMIIPOMETAIIMHN XOTA Obl OJHOTO U3 CEPBUCOB MOTYT MOTEPSITH JOCTYI KO



BCEM CBOMM YYETHbIM 3amucsiM. [IoBTOpHOE HUCIMOIB30BaHUE MApPOJIEH KaTErOpUYECKU
3anperieHo.

PerynsapHo meHsiiiTe mapoiu, kenaTeabHO He PeXe pa3a B MecsIl.

[Io BO3MOXHOCTH MCHOJIb3YyWTE JBYX(AKTOPHYIO aBTOPU3ALMIO — 3TO METOJ
WJICHTU(PUKAITUU TTOJIH30BaTeNsl B KAaKOM-IHM00 cepBuce (Kak mpaBuiio, B IHTepHeTe) npu
MTOMOIIIX 3aMpoca ayTeHTH(PUKAIMMOHHBIX JAHHBIX JBYX PAa3HBIX THIOB, YTO 0OCCIICYMBACT
IBYXCIIOMHYIO, @  3HauuT, Oosiee  3G(DEKTUBHYIO  3alUTy  aKKayHTa  OT
HECAaHKIITMOHUPOBAHHOTO TMPOHUKHOBEHUA. Ha mpakTuke 3TO OOBIYHO BBITIISIUT TakK:
MEPBBI pyOeX — ATO JIOTMH M Tapojb, BTOPOH — CHEIUATBHBIA KOJI, MPUXOISAIINN TI0
CMC unm 37I€KTpOHHOM TTOYTE.

3aBeauTe cebe JBa ajapeca AJIEKTPOHHOM MOYTHI — YACTHBIM, JJI1 MNEPEeNnHuCKU
(TpuBaTHBIA U MaJIOU3BECTHBIN, KOTOPHIM BBl HUKOT/Ia HE MyOJMKYETe B OOIIEOCTYIMHBIX
HMCTOYHHUKAX) W TYOMUYHBIA — JJII OTKPBITOM NeATenbHOCTH ((hOpyMOB, 4aTOB U Tak
nanee).

Umo oenamw, ecnu 6vl cmanu dHcepmeol HAPYUIeHUA 6 001acmu nepcoHAIbHbIX
0anHpIx?

B mepByro ouepenb BaM HEOOXOAMMO OOpaTUTHCS B YIOJTHOMOYEHHBIM OpraH B
chepe mNepCOHANBHBIX JAaHHBIX — POCKOMHam30p, a TOYHEE, €ro TEPPUTOPUATIBLHOE
YupasieHue.

B 1mensx oOBEKTHBHOTO W TOJHOTO PAacCCMOTPEHHUS BaM HEOOXOJIMMO YKa3aTh
CJIeIYIONTY 0 MH(OPMAITHIO:

1) mepeyeHb NMEPCOHABHBIX JAHHBIX, HETPABOMEPHO 00padaThIBAEMbIX Ha caliTax B
cetu MuTepHerT;

2) cBeleHUsI O JIOKYMEHTE, YJIOCTOBEPSAIOIIEM Bally JUYHOCTh (KOMHHM CTpaHUIL
nacropra), IS [OJATBEPXKICHUS  MPUHAJICKHOCTH  MEPCOHAIBHBIX  JaHHBIX,
HETPABOMEPHO pa3MEIICHHBIX Ha calTax B ceTu MHTepHET, K BaM KakK K CYOBEKTY
MePCOHALHBIX TAHHBIX;

3) TOuHBIE U JOCTYIHBIE aJpeca CTPaHUIl CalTOB (yKa3aTeau CTPaHUI] CAWTOB B
cetu Uurtepuer — URL), comepxkaimue He3akoHHO oOpabaThiBaeMbie (pa3MENIEHHBIC)
MEPCOHAJIbHBIE JIaHHBIE, TIMO3BOJISIIOIIAE OCYIIECTBUTH IMPOCMOTP JIaHHBIX CTPaHUIL
VYnpaBieHueM, a TakkKe CHUMKH JKpaHa C JIaHHBIMH CTpaHUIIAMH, COJEpKaliue B cede
noiHeli afgpec crpanmipl caiita (URL) u gaTel myOnuKamuu MOCTOB/COOOIIEHU,
coliepKalluX HE3aKOHHO oOpabaTbiBaeMble (pa3MENIEHHBIE) MEPCOHAJIbHBIE JAaHHBIE Ha
TEKyIIM MOMEHT BpEeMEHH (7jaTa) U APYrUe CBEACHUS, MOJITBEPKIAIOIIUE HAPYIICHUS
TpeOOBaHMIT 3aKOHOAATENIHCTBA B 00JIACTH NIEPCOHATBHBIX JAHHBIX (BUI€03aMUCh dKPaHA C
JIEUCTBUSMH, TTO3BOJISIOIUMHE 3a(DUKCUPOBATHh HAPYIICHUS U T.I1.);

4) cBeneHus, YIIOTHOMOYUBAIOIINE BaC MPECTABISATh MHTEPECHl (PU3NUECKUX JIUIL
(kormuu JOBEPEHHOCTEH), MEpPCOHANbHBIC JTaHHBIE KOTOPBHIX pa3MeEIlleHbl Ha caiTtax (B
Cllydae HapylIeHUs UX MPaB Kak CyObEeKTOB MEPCOHATBHBIX JJAHHBIX ).

Jlononnumenwsno ciedyem npeocmagums (npu HATUYUUN):



- CBeIEHUS, MOATBEPKAaomue (akT HAMPABICHUS BaMHU B aapec aIMUHUCTPAINH
caiita (nanee — oneparop) TpedoBaHUsI 00 YHUUTOXKEHUH BallIUX MEPCOHATIBHBIX JAHHBIX C
yKa3aHUEM Ha UX HE3aKOHHOE MoiydyeHue (0e3 corjiacusi) oneparopoM WM C yKa3aHUEM
TOrO, 4YTO OHU HE SBISIOTCS HEOOXOIUMBIMU JUIsl 3asBJICHHOW Lenu o0paboTKu
(mpeacTaBisieTcsl MPU BO3MOXKHOCTH HAIIPABIICHUS YKAa3aHHOTO TPEOOBaHMUS);

- OTBET omeparopa Ha Bamie TpeboBaHHe 00 YHHUTOXXKCHHH BaIllUX MEPCOHATBHBIX
JAHHBIX (IPU HAJIUYUN).

Oopawaem éHumanue Ha Mo, YMoO 6ce UMEIOUUECA CBEOCHUA O00JIMHCHbL OblMb
npedocmaeiensl 6 aopec Ynpasienus eOuHogpemenno!

B caydae ecim mo pe3ynbraram IMpOBEPKHU YIpaBieHUE POCKOMHan30pa BBISBUIIO
HapylleHue, BbIIAeTCs Mpenucaiue 00 ero yCTpaHeHHUH.

Ecnu VYnpasinenne PockoMHan3opa HE YBUAECIO HApYyLIECHUs, BBl MOXETE
00paTUThCS B ICHTPAIBHBIN alllapaT JaHHOTO BEIOMCTBA.

[TomuMo 3TOTO, BCE CYOBEKTHI MEPCOHATBHBIX JAHHBIX WMEIOT MPABO HA 3AIIUTY
CBOMX TIpaB M 3aKOHHBIX WHTEPECOB, B TOM YHCJIE Ha BO3MEIIECHUE YOBITKOB W (WJIH)
KOMITCHCAIIMIO MOPAJLHOTO BpEaa B CYJCOHOM MOPSIIKE.

OTBETCTBEHHOCTh 3a HapYILIEHHE 3aKOHOJATEIhCTBA O TMEPCOHAIBHBIX JTaHHBIX
npeaycmatpuBaeTcss B cooTBeTcTBUU co cT. 13.11 Komekca o0 aaMuUHUCTpaTHBHBIX
npaBoHapyueHusx PO.

MOLWEHHUYMECTBO B CETU

MHTEPHET

Kak oeiicmeyiom mowennuku

MOUEHHUKN OY€Hb XOPOUIO 3HAKOT MCUXOJIOTHIO JIFOAEH U YMEJIO UCIIOIb3YIOT BCIO
JOCTYIIHYI0 MH(OpMalMio, BKIOYas Ty, KOTOPYIO >K€PTBa MOUIEHHUYECTBA HEBOJIBHO
BbIIAET npu oOmeHuu. B opranuzanuu TeneQoHHBIX MaxUHALMKM Y4acTBYIOT HECKOJIBKO
npecTynHUKOB. O4eHb 4acTO B TaKUE IPYMIbl BXOAST 3J0YMBIIUIEHHUKH, OTOBIBAIOIINE
CPOK B HCIIPABUTEIBHO-TPYAOBBIX YUPEKIACHUSAX.

Mowennuku ucnonsv3zyrom cineoyroujue Momuesl:

. OECOKOMCTBO 3a ONIM3KMX M 3HAKOMBIX

. 0ecrnoKOMCTBO 3a CBOM TeneOHHBIM HOMEpP, CUET B OaHKE MIIM OAHKOBCKYIO
KapTy;

. ’KeJlaHue BBIUTPATh KPYMHbBIN TpHU3;

= JH0OOMBITCTBO — KEJIaHNUE NOMYYUTh TOCTYI K Kakoi-1100 HHpOopMaIuy;

. JKEJaHWe T1OMOYb OOJBbHBIM JETAM WM JIOASM, MOCTPaJaBIIUM OT

CTUXUUHBIX OCICTBHI.

CoumanbHbIe CETH SIBISIOTCS KJaje3eM MHGOpMaluu JJIsi MOIIIEHHUKOB. Pazmerias
JaHHbIE O ce0e Ha CBOMX CTPAaHUUYKaX, Mbl HE 3aJyMbIBA€MCSi O TOM, KTO MOXET ATUM
BOCIIOJIb30BaThCA. MeXay TeM UMEHHO Ojarojiaps HaM CaMUM MOIIIEHHUKaM OOBIYHO HE



COCTaBIISIET TPY/Aa Y3HATh HH(OPMALIUIO O POJICTBEHHUKAX, KOHTAKTaX, yBICUCHHUSIX CBOCH
NOTCHIMAJIBHON JKEPTBBI M IIPM BBIMAHMBAHMM JCHET BHYIIWTH JIOBEpUE 3HAHUEM €€
JIMYHOU JKU3HU.

Buowvt unmepnem-mowennuuecmea. Kak saugumums ceoa?

Haubonee pacnpocTpaHEeHHBIMH BHJaMU MOIIEHHMYECTBA HA JIAHHBIM MOMEHT
SABIISIFOTCSL:

Tenegponnoe mouwtennuyecmso. CylecTBYIOT Haubosee paclipoCcTpaHEHHbBIE CXEMBI

TeneOHHOTO MOIIICHHUYECTBAa. BapuaHTOB TOTO, KaK MPEACTaBiIT BaM WX MOIICHHUKH,
OYEHb MHOTO, HO CYTh HE MEHSETCS.

Obman _no menegpony. C Bac MOryT TOTpeOOBaTh BBIKYN WM B3ATKY 34
OCBOOOXKICHHE SKOOBI M3 OTAeNeHus noauuu win ¢ mecta J[TII Bamero poacTBeHHUKA.
UYro menaTh: B 3TOM Cllydae TJIaBHOE HE NMAaHWKOBATh, TIO3BOHUTH CAMOMY POJCTBEHHHKY,

€CJIM HE OTBEYAET, TO MOMBITATHCS HANTU €ro yepes Apy3ell U 3HAKOMBIX.
CMC-npocvba o nomowu. TpeboBaHHE TEepeBECTH OMpPENCIEHHYI0O CyMMY Ha

YKa3aHHBI HOMEP C MCIOJb30BaHUEM OOpAIICHUS «MaMay, «JIPyr», «CBIHOK» H T.M. YTO
JenaTh: HE CIEIUTE TEPEBOANTHh JACHBIHM, YOEAUTECh, YTO B HHUX JACHCTBUTEIHHO
HY>KJIA€TCS Balll POJCTBEHHUK UJIU 3HAKOMBIH.

Teneghonnuiii Homep-epadbumens. [1naTHpIE HOMEp, 32 3BOHOK Ha KOTOPBIM cO cuéTa
CIIMCBIBAETCSl JIEHE)KHAasi cymMma. UTo Aenarh: HE NMEpe3BaHMBAWTE HAa HE3HAKOMBIE WIIU

npemtoxxeaabie B CMC-coo0rieHusx HoMmepa TeinepoHOB.
Buiuepvius 6 1omepee, komopywo K006l npoooum paduocmanyus uiu onepamop
ces3u. Bac MOryT MONpPOCUTH OIUIATHTH IMOILIMHY, HAJIOT W T.I., IIEPEBECTH CyMMYy Ha

onpenenéHHblid CY€T, COOOIMMUTH MPUIIEAMNNA Ha TeiaedoH Koa. UTo fenarh: HE CIEINTe
NEPEeBOIUTh JACHBI'M WJIM COOOLIaTh Kakue-IuOo naHHbie mo tenedony. [lo3BoHute 1o
opumanbHeiM HOMepaM (yKa3aHHBIM B CIpPaBOYHMKAX, Ha CalTax) KOMIAHUU —
opraHu3aropa JIOTeper Uiu KOHKypca, yOenuTech B TOM, YTO BaC He 0OMaHbIBAIOT.
Llmpaguvle cankyuu u yepoza omkao4eHusi Homepa SKOObI 3a HapylleHUe

JI0OTOBOpA € ONEepaTopoM Balieil MOOMIBLHON CBs3U. UTO AenaTh: MO3BOHUTE CAMU CBOEMY
orepaTopy 1o opuIuaIbHOMY HOMEPY, YTOUHUTE HH(POPMALIHIO.
Quiubounvlii _nepesod cpedcms. Bac mompocAT mepeBecTH SIKOObI OIMHO0YHO

nepeBe€HHBIC CPEJICTBA, a 3aTeM JIOTOJHHUTEIHFHO CHUMYT JeHbI'H. YTO [emaTh:

UTHOPUPYHUTE MOI00HBIE COOOIICHUS I (€CIU ATO TeJIe(OHHBIM Pa3roBOp) MOCOBETYIHTE

IS BO3BpaTa OMIMO0YHO TIepeBeIEHHON CyMMBI OOPATUTHCS K OTIEPaTOpy CBSI3H.
Mowennuuecmeo ¢ banxosckumu kapmamu. Haubonee nonyiapuvle cnocootwi

MOWEHHUYEeCmB8d ¢ DAHKOBCKUMU Kapmamu.

CMC-coobmienue 0 OIOKMpPOBKE OaHKOBCKOM KapThl, O HECAHKIIMOHUPOBAHHOM
JBUKEHUU JEHEXKHBIX cpeacts, cMeHe [IMH-kona, okoHuaHnu cpoka JEeUCTBUSI KapThl U
T.J. C TpeOOBaHUEM MEPEUTH 1O CCHIIKE WM MEPE3BOHUTH 10 YKa3aHHOMY Teie(doHy.

TenedoHHbIE 3BOHOK «pabOTHHMKAa OaHKa», MOTEHIIMAIBHOTO «IOKYMATEeNs» C
MpEUIOKEHUEM TPOUTH K OJmkailieMy OaHKOMAaTy W COBEPIIUTh MaHUITYJISIHH C
0aHKOBCKOM KapTOW BO U30€kKaHNE KaKUX-TUOO MOCIECTBHUM, BHECEHHS aBaHCA U T.I1.



na coxpannocmu eawiux cpedcme coon00atime 0CHO8HbLE NPABUIA 0e30NACHOCTIU.
Huxomy He coobOmiaiite cBoit [IMH-kox, naxe pabotHukam Oanka. He BBoguTe
I[TNH-xox ipu padote B cetn THTEpHET, OH MOXKET MOTPEOOBATHCS TOJIBKO MOIIICHHUKAM.
CMC-coobmiennsi 1O TPOBOJUMBIM — ONEpalMsiM MO OaHKOBCKUM  KapTam
pacchUIaloTCs ¢ OmpeAeiEHHbIX KOpOoTKUX HoMepoB (CoOepbank — 900). Jlns cBsazu ¢

0aHKOM HEOOXOAMMO HCIOJb30BaTh oOQuIMaIbHble HOMepa KoHTakTHOro ueHTpa,
yKazaHHble Ha OaHkoBcKkoil kapre. Ecam B CMC-cooOuieHuun o OJOKHUPOBKE KapThl,
IBVKEHUU JICHEKHBIX CPEACTB YKa3aH Jpyroil HOMep, MO KOTOPOMY IHpeIIaraercs
IT0O3BOHUTH, TO 3TO MOILIEHHUKH.

B cinydyae BO3HUKHOBEHHMs NpoOieM y OaHKoOMara, HE MPUHUMANTE TOMOIIb
MMOCTOPOHHUX, MO3BOHUTE B KOHTaKkTHBINA LIEHTp OaHKka 1O TeiaedoHy, YKa3aHHOMY Ha
OaHKOMaTe.

Ecnu x Bam oOpatunuce no tenedony, B IHTepHeTe, yepe3 colManbHbIe CETH WU
APYTUMHU CIIOCOOAMU M O] PA3IMYHBIMU MPEIJIOTaMH IBITAIOTCS y3HATh JAHHBIE O Balllel
0aHKOBCKOM KapTe (HOMEp KapThl, TPEX3HAYHBIA KOJ HA 00OPOTHON CTOPOHE KapThl), KO/,
OpUILIEAINNNA Ha Ball MOOWJIBHBIM TenedoH, Mapoiau WIH APYTYyI [EPCOHAIBHYIO
uH(popmaIuio, 0y bTe OCTOPOKHBI, 3TO MOILIEHHUKH.

[Ipu tenedpoHHOM OOUIEHMH HE COBEpLIANTE HUKAKUX JAEHCTBUN y OaHKOMAaTa IO
UHCTPYKIUU «paOOTHUKOB OaHKa», €CIM TOJBKO JAHHBI 3BOHOK HE ObLI MHUIIMHPOBAH
JUYHO BAMH.

He nepexoaute no ccpiiikam B CMC-co00IIeHUSX.

[Ipu mnonyuenun CMC-cooOmeHH O CHSITHM JIEHEKHBIX CpPEICTB C Baliei
0aHKOBCKOM KapThl HEMEIJICHHO oOparaitech B 0aHK, OJIOKUPYUTE KapTy.

Mouwennuuecmeo 6 coyuanvubix cemsax. MOIEHHUKHA aKTHBHO TOJIb3YKOTCA
COLIMAIbHBIMU CETAMH M PA3IMYHBIMU CEpPBUCAMU OOIICHUS, Hampumep, calTaMu

3HaKOMCTB.

HOl’lle}lprle CHOCOObL MOWEHHUYECMBA:

Pacnpocmpanenue  ccoinox  Ha 8DE0OHOCHOE _ NPO2PAMMHOE 06801’16%61—[“8,
l’lODHOZl)ad)uHQCKI/le caumol, MOWEHHUYECKUE pecypcbl U _npunodcenus. llonb3oBaTenn

COIMAIBHBIX CETeW YacTO CTAJIKUBAIOTCS CO CIIAMOM, KOTOPBIH TPHUXOAWT K HUM B
«JIMYHBIE COOOMICHHS» OT HMEHHU «py3ei» WIM HE3HAKOMBIX IOJIb30BaTeNeil. ITo
O3HAaYaeT, 4YTO AaKKAayHTbl 3TUX JIOACH B3MOMaHbl. Kax npasuno, ccovliku 6 makux
COOOWEHUAX CONPOBOACOAIOMCS 3ABNEKAWUM MeKCmoM, Hanpumep: «Budena meou
gomo, s maxozo He odxcuoana, nocmompu cam!l..», «B smoii b6aze Ooamnvix ecmv 6cs
ungopmayus na 1106020 uyenogexka» u m.n. UTo nenaTh. Huxkoz0a He nepexooume no
NnO003PUMENbHBIM CCHLIKAM. [a 00Ccmyna 6 COyuanbHyo cems UCNONb3YUme YHUKAbHbI
naponb: OH O0JHCeH Oblmb ONUHHLIM, COCMOAMb U3 YUPp U 1amuHckux O0yke. Jlyuwe
UCNOIBL306aMb PA3Hble NApoau Ol PA3HLIX COYUATbHLIX cemell U Opyeux WHTEPHET-
cepBHCOB. He noodoasatimecv Ha Npu3ble KO20-MO U3 «AOMUHUCMPAYUU CALMay
coo0OWuUMb 8aul 102UH U NAPOJIL NOO KAKUM-IUDO npednro2om. Pezynapno MeHsiTe maposb
OT COLIMAJIbHOM ceTH (XOTs Obl pa3 B MECsIl); OCTeperaiTech MOIICHHUYECKUX CAaWTOB C



MOX0XUMHU TIO HamucaHuio Ha3BaHusmu (vkontahte.ru, vkOntalkteru wu T1.1.). OTH
«(UITMHTOBBIE» CTPAHUIBI PACCUUTAHBI HA HEBHMMATEJIBHOCTh W HA TO, YTO BBI CaMH
HPE0CTABUTE MOIICHHUKAM CBOW JIOTHH U MaPOJib.

3naxomvie nesnakomysl. B CONUAIBHBIX CETSIX U HA CalTax 3HAKOMCTB MOIICHHUKH
CO3JIAIOT CTPaHUIIbl, TNI¢ VyKa3blBAIOTCA JIaHHBIE W pasMmelnarorcs (oTtorpadpuu

BBIMBIIIICHHBIX Jfofeld. C TOMOIIBI0 3TUX CTPAHUI] OHU 3HAKOMSATCS C APYTUMH
noip3oBatensiMu caiita. Co BpeMEHEM MOIICHHUKHA BXOAST B JIOBEpUE, IMPEIIararoT
nepeiT cobecemHnKy Ha Oosiee «OIM3KOe» OOIIEHHE W OCTaBJISIOT CBOM HOMED
tenegona. CaMbiM 0€300MIHBIM TOCIEICTBUEM TAKOTO OOIIEHUs OyAeT TO, YTO HOMEp
OKa)XETCS IJIATHBIM M C BAIIero CYETa CIUIIYTCS JICHBIH.

IIpocvbbl 0 punancosol nomowu, bracomeopumenvivie akyuy. MOIICHHUKA YaCTO
HCIIONIB3YIOT TAaKHe TOBOJBI, TO3TOMY, MPEXIE YeM MEPEeBECTH JCHBIU ISl MTOMOIIH,

yOenuTech, 4To Bac He oOMaHbIBaioT. OOpaTuTe BHUMAHUE HA HAIWYUE HECKOJIBKHX
KOHTAaKTOB (Tene(oHbl, FIEKTPOHHAs MOYTa, CTPAHUYKU B COLIMAJIBHBIX CETSIX), HATHUME
ITOATBEPKAAIOIMNX JOKYMEHTOB.

Mouwennuuecmeo na catimax decniamnuix 00vAGIEHUL

Pazmemass o00bBsBIEHUs, WM TMOKymas 4YTo-IMOO0 Ha calTtax OecruiaTHBIX
oObsIBJICHUN (Hanmpumep, «ABUTO»), OyAbTE€ BHUMATEIbHBI W OCTOPOXKHBI, TaK Kak
MOIIIEHHUKH OY€Hb YacCTO MCHOJIB3YIOT UX Il oOmaHa. [lpomaBasi 4TO-TO, BBI KejaeTe
MOJIYYUTh MPHUOBLIL, HO, CTOJKHYBIINCH C MOIICHHHUKAMU, MOXETE MOTEPSTh BCE CBOH
cOepexeHusl.

Kak eac mocym oomanymeo:

Onnama unu npedonnama 3a awi mosap. (OUeHb YAaCTO 3aUHTEPECOBAHHBIE

NOKyMaTeld NpeajaraloT MpPOU3BECTH OIUIaTy (€ciau CcymMMa HEe3HAuuTeabHas) WU
npenorsiaTy 3a Ball TOBap, HO C/EJIaTh 3TO MOTYT MO KaKUM-IMOO MPUYMHAM TOJBKO Ha
0aHKOBCKYIO KapTy (HaxoIsTcs B JIPYroM TOpojie, HET HAJIMYHBIX JEHEr, JIEHbIM Ha
pacu€THOM CYETYy W T.I.), HO MPHU 3TOM TpeOYIOT COOOIIUTH HE TOJBLKO HOMEP KapThl U
®UO (Oosblie A epeBojia HUYEro He Tpedyercs), HO U Apyrue AanHble. [loMHuTe, 4TO
€CJId Bac MPOCAT COOOIIUTh MPUIICAUINK Ha TeneoH KoJ, MpOHTH K OaHKOMaTy H
COBEpUINTh KaKue-TO JEWCTBUSA, BCTABUB Bally KapTy (Y4TOObI, HallpuMep, MOATBEPIUTH
MPOXOXKJEHUE TuIaTeka), COOOIIUTh CPOK JEHUCTBUS KapThl W TPEX3HAUYHBIM KOJ Ha
000OpOTHOM CTOpOHE, TO OTO MOIIEHHUKHU. [IpekpaiaiiTe KOHTAaKThl C TaKUMU
«MOKYTATENSIMU» U, €CIU YCIEIN COOOIIUTh KaKUe-TO JaHHbIe, HEMEIJIEHHO OJIOKUpYHTE
0aHKOBCKYIO KapTy, IO3BOHUB 10 YKa3aHHOMY Ha Heill HoMepy TenedoHa.

IIpedonnama 3a noxynaemsiti mosap. Iloxynas uto-n100, OyabTe OCTOPOKHBI, ECIIU

BAaC MPOCST MPOU3BECTH MPEAOILIATY. BIoIHE BO3MOXKHO, UYTO IMOJIYYHUB €€, «IIPOJABEID
[IEPECTAHET OTBEYATh HA BAILIM 3BOHKH.

CMC-coobuenus co ceviikou. Ha HOMep, KOTOPBIN Bbl YKa3aJld MIPH MyOJIMKAIIMH
OOBSABIICHUS O TMPOJAXKE WIM >KEJIaHUU YTO-THMO0 KymnuTh, MOxeT mpudtu CMC-
COOOIIeHNE C MPEJIOKEHUEM TOBapa, oOMEHa M CChUIKOM Ha ATOT ToBap. Ecnmu BbI
nepeniéTe Mo CChUIKE, TO 3arpy3uTe Ha CBOM TenedOoH BPEIOHOCHOE MPOTrpaMMHOE




obecrieueHre, KOTOPOE MO3BOJIUT MOIICHHUKAM TOJIYYUTh JOCTYN K BallliM OaHKOBCKUM
KapTaM.

Byovme ocmopooscnul, ecnu eam npeonazarom:

. Ha3BaTh HOMEP 0AHKOBCKOM KapThl, TPEX3HAYHBIN KO HA 000POTHOM CTOpOHE
kaptel, [IMH-kox;

. MIPOM3BECTH MAaHUTTYJISIIMU C OAHKOBCKOW KapTol y OaHKOMaTa,

= COOOMIUTH MPHUIIEAITHA HA TeTedOH KO,

. NEepeBecCT CyMMy JeHer (aBaHC, 3aJIoT, MOLUIMHA, HaJOr, OIIMOOYHO
NepeBeIEHHBIN MIATEXK U T.IT);

= neperitu mo cceuike B MuTepunere, B CMC- unmu MMC-coobmieHun Ha
cMapTdoHe;

= MO3BOHUTH 110 ykazaHHOMY B CMC-coob1ieHun HoMepy TeiieoHa;

. OTIPABUTH BaIll HOMEP TelepoHa;

. ornpaButh CMC-coo01ieHne Ha KOPOTKHI HOMED;

. Ha3BaTh MAPOJIH OT BAIIUX JIMYHBIX CTPAHUYEK B COIIMAIIBHBIX CETSX.

OCHOBHbLIE NPABMJIA BE3OINACHOCTU B

CETU MHTEPHET

Coeembut no oezonacnocmu pabome 6 oouiedocmynuuvix cemsax Wi-fi:

. He mepenamaiite cBoto nuuHyr0 wHbOpManuio depes3 odmeaoctynabie Wi-Fi
cetu. PaGoTtas B HHX, XelaTeIbHO HE BBOAWTH IMAPOJIA JOCTYyMa, JOTUHBI U KAaKUE-TO
HOMEDA;

. Hcnonb3yiiTe 1 0OHOBJISITE aHTUBUPYCHBIE MPOrpaMMbl U Opanamayep. Tem
caMbIM Brl 06e3omacute cedst OT 3aKayky BUPYCa Ha YCTPONCTBO;

= [Ipu ucnons3oBanuu Wi-Fi otkimrounte ¢pynkuuio «O0umi 1octyn K gaiaam

u mnpuHtepam». JlaHHas QYHKIMA 3aKppiTa MO YMOJIYAHHWIO, OJHAKO HEKOTOPHIC
M0JIb30BATEH aKTUBUPYIOT €€ JUIsl y100CTBa MCTIOIb30BaHMsl B paboTe Win yueoe;

. He wucnons3yiite nyOonuunsii WI-FI mis mepemaum JWYHBIX  JTaHHBIX,
HaIMpuMep JIJIsl BBIX0JIa B COIIMAIBHBIE CETH WIJIM B DJICKTPOHHYIO MOYTY;

= Hcnons3ylite Tonpko 3amuiieHHoe coeaqunenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-apeca BBOAM UMEHHO «https://»;

. B MoOunbHOM Tenedone otkimounte ¢QyHkuuio «lloakmrouenne k Wi-Fi
aBTOMaThueckn». He mormyckante aBTOMATHYECKOTO IMOAKIKOYEHUSI YCTPOMCTBA K CETIM
Wi-Fi 6e3 Bamero cornacus.

Ocnognble cogemol no 6€30nACHOCHU 6 COUUAILHBIX CEMAX:

= OrpanuubTe CIUCOK Apy3eil. Y Bac B Apy3bsax HE JOJDKHO OBITh CIIyYalHBIX U
HE3HAKOMBIX JIFOACH;

. 3amuianTe CBOI YacTHYIO >kKuM3Hb. He ykaspiBaiiTe maposiu, TenedoHbI,
azpeca, J1aTy TBOErOo POXKACHUS U JPYTyl JUYHYIO HWH(POpMAIUIO. 3JI0YMBIIIJICHHUKU



MOTYT HCIIOJIb30BaTh Jake MH(OpMaLKo 0 TOM, Kak Bel u Bamm pogutenu mnanupyere
IPOBECTU JOCYT;

. Ecaun Bel roBopuTe € JIIOABMHU, KOTOPBIX HE 3HAETE, HE HCIOJB3YWTE CBOE
peanbHOE UMS U APYTYIO JIMUHYIO0 UHGOPMALIMK: UMSI, MECTO JKMTEJIbCTBA, MECTO yueObl U
Ipoyee;

. W3zGeraiite pazmerenus ¢ororpaduii B MurepHete, rne Bel n3o0paxeHsl Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIpEAEIuTh Balle MecTonooKeHue;

. [Ipu peructpanuu B COIMAIBHON CETH HEOOXOJUMO HCIOJIB30BATh CIOMKHbBIE
Napoju, COCTOSIIMNE U3 OYKB U IIU(P U C KOJUIECTBOM 3HAKOB HE MEHee §;

= JIst conmanbHOM CETH, TIOUTHI U JIPYTUX CAUTOB HEOOXOJIUMO HCIOJB30BaTh
pasHele maponu. Torma ecnu Bac B37IOMarOT, TO 3J0YMBINUIEHHUKH IOJy4YaT JOCTYII
TOJIBKO K OJIHOMY MECTY, a HE BO BCE CPa3y.

Ocnoenvie cogemul no 6e3onacHoii pabome c 1eKMPOHHBIMU OCHb2AMU:

. [TpuBsokuTe K cueTy MOOMIBHBIN TeaedoH. ITO camMblil YAOOHBIA U OBICTPHIN
CIoco0 BOCCTaHOBHTH JOCTYI K cueTy. [IpuBs3anHbIil TenedoH MOMOXKET, eciiu 3a0ynere
CBOM IUIATEXKHBIA MApOJIb WM 3aUAETE HA CAUT C HE3HAKOMOT'O yCTPOMCTBA;

. HUcnonb3yli omHopasoBeie mnaponu. Ilocne mnepexoma Ha  YCHIEHHYHO
apropuzanuio Bam yxke He Oyner yrpoxaTb ONAaCHOCTh KpaKM WIM TepexBara
IIJIATEKHOTO MapOJIs;

. BriGepute cioxHbiii maponb. lIpectymHukam OyneT HE MPOCTO yraaarth
CJIOXHBIM maposb. HaznexHple mapoiau — 3TO MapoJid, KOTOPBIE COJEp:KaT HE MeHee &
3HAKOB M BKJIIOYAIOT B CE€OS CTPOYHBIC M TMPOMUCHBIE OYKBBI, HMU(PPBI M HECKOJIBKO
CHUMBOJIOB, TaKM€ KaK 3HaK JoJiapa, (pyHTa, BOCKJIMLATENbHBIN 3HaK U T.. Hampumep,
StROng!;;

. He BBOAMTE CBOM JTMYHBIE TaHHBIE HA CAlTaX, KOTOPBIM HE OBEPSIETE.

OcHoeHbvle coeempl no 0e30nAcHOIl padome ¢ I1eKMPOHHOU NOUMOU:

= Hano BbIOpaTh npaBUIIbHBIN MTOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIN
BbIOODP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OHAKO JIYUIlIe TOBEPSTh TEM, KOTO 3HAETE U KTO
MIEPBBIA B PEUTHUHTE;

. He yka3piBaiiTe B nmuyHOM mouTe nuuHyr0 mHbopmaruio. Hampumep, mydiie
BBIOpATh «MY3bIKaJIbHBIN _(panaT@» uim «pok2013» BmecTo «temall3y;

= Hcnonp3yiiTe ABYXA3TalHYI0 AaBTOPU3ALMIO. OTO KOrJa IIOMHMO HapoJs
HY>KHO BBOJUTH KOJI, TPUCBUIAEMBIN 110 SMS;

. Boi6epurte cnoxxHbIi napoib. s kaxaoro mo4ToBOro AlMKa JTOJKEH ObITh
CBOM HAJIC)KHBIN, YCTOMYMBBIN K B3JIOMY [1apOJIb;

. Ecnmu  ecTtp BO3MOXHOCTH HamMcaTb CaMOMY CBOM JIMYHBIM BOIIPOC,
UCIIOJIBb3YUTE OTY BO3MOKHOCTB;

u Hcnonp3yliTe HECKOJBKO TIOYTOBBIX SAIMUKOB. IlepBbId 111  4YacTHOU
NIEPEINCKU C apecaramu, KOTOpPbIM Bbl moBepseTre. JTO 3JIEKTPOHHBIM aapec HE Haao
UCIIOJIB30BaTh IIPU PErUCTpalMK HA (popyMax U calTax;



= He otkpeiBaiiTe Qaitibl U Ipyrue BIOKEHHS B MHCbMaxX Jake €CIH OHU
npunum ot Bamux npy3eit. Jlydiiie yrouHuTe y HUX, OTIPABIISIN JIM OHU Bam 3tu daiisr;

. [Tocne okoH4aHusi pabOTHI HA TOYTOBOM CEpPBUCE NEPE 3aKPHITUEM BKJIAIKU
C caliToM He 3a0y/IbTe HaXXaTh Ha « BBIATHY.

Ocnosnvie cosemul no 60pvoe ¢ huwiunzom (uHmepHem-noUeHHUYECmea):

. Cnengute 3a cBOMM akkayHTOM. Ecimu Tl momo3peBaelib, 4To Bamra ankera
ObUTa B3JIOMaHa, TO HEOOXOAUMO 3a0JOKHPOBAaTH €€ U COOOUIUTH aIMUHHUCTPATOpaM
pecypca 06 3TOM Kak MOKHO CKOpEe;

. Hcnons3yiiTe Ge3onacHble BeO-CaliThl, B TOM YHCIIE€, HHTEPHET-Mara3uHoB U
ITOMCKOBBIX CUCTEM;

. Hcnonb3yiiTe cllo)KHBIE W pa3Hble Tapoyii. TakuM oOpazom, eciu Bac
B3JIOMAIOT, TO 3JIOYMBIIIEHHUKH MOJIy4aT JOCTYH TOJIBKO K oqHOMY Bamemy npodumio B
CETH, a HE KO BCEM;

. Ecnu Bac B3nomanu, To HE0OX0AUMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOphIe f00aBieHbl y Bac B 1py3bsx, o ToM, 4yTo Bac B3nomanu u, BO3MOXkHO, oT Bamero
MMEHHU OyJIeT pacchlIaThCs CIlaM U CCHUIKM Ha (PUIIIMHTOBBIE CAThI;

= YcranoBute HagexHbIN aposib (PIN) Ha MoOUIIBbHBIN Tene]oH;

. OTkJr0uMTE COXpaHEeHUE mapoJisi B Opaysepe;

Ocnognvle cogeemvl no 3auwjume uu@poeoi penymauuu (HecamueHas uiu
no3zumueHnan ungpopmayus 6 cemu o Bac):

. [Toxymaiite, mpexae yeM 4TO-TO MyOJMKOBATh U mepeaaBath y Bac B Omore
WA B COLMAJILHOM CETH;

" B nacTpoiikax npoduisi yCTaHOBHTE OrpaHMYEHMs] Ha TpocMoTp Bamrero
npoduIsi ¥ €ro COJAECPAKUMOr0, CIICTAUTE €r0 TOJIBKO «JIJIsL IPY3ei»;

u He pa3memaiite 1 He yka3biBailTe HH(POpPMALIHUIO, KOTOPasi MOKET KOro-I1u00
OCKOPOJIATH UM OOMIKATh.

CooburonaiiTe npaBuJa:

. [TomHUTE, 9YTO B BUPTYaJTbHOM MPOCTPAHCTBE OTBETCTBEHHOCTh HACTYIACT TI0
peaTbHBIM 3aKOHAM;

. YBaXuTenbHO U JOOPOCOBECTHO OTHOCUTECH K JAPYTUM TOJIB30BATEISIM CETH
HNuTepHer.






